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This is an individual practical lab-test, held under examination conditions. You will be assigned two
Switches and three Routers; you should configure these devices based on the given specifications.

This paper is marked out of 90.
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Internet

el g



Addressing Table

Device

Branch1

Central

. Branch3

PC-A
PC-C

Interface IP Address Subnet Mask Default Gateway
GO/ 19216641 | 255.255.255.0 NIA
S0/0/0 (DCE) | 10.1.1.1 256.255.255.252 | N/A |
S0/0/0 10142 | 255255.255.252 | NIA
' S0/0/1 (DCE) | 10.2.2.2 255265256252 | NIA
LoD 209.165.200.225 | 256.255.255.224 | NIA B
GO/t 19216831 | 2652552550 | NIA
- s0/0/1 10.2.2.1 | 255255265262 | N/A
'NIG | 19216843 | 2552552850 | 192.168.1.1
| NIC 192.168.3.3 2652552650 | 192.1683.1 |



Task 1: Cable the network as shown in the topology. (8 Marks)
Before proceeding, have your cabling verified by the examiner, 7. P

Instructor Sign-off: /.

Task 2: Configure basic settings ff}/ryé:::h router. (25 Marks)
a. Disable DNS lookup. »~ J;"'I _
b. Configure the device name. v 3 /I /

Encrypt plain text passwords, »
Create a message of the day (MOTD) banner warning users that unauthariz__gﬂrfé:::cess is prahibited. -
Assign class as the encrypted privileged EXEC mode password.” V{,x:
Assign cisco as the console and vty password and enablelegin. -
¥,

Set console logging to synchronous mode, -

T @ ™a a0

Apply the |P addresses to Serial and G:gablt Ethernet i n'{érfaces according to the Addressing Table and
activate the physical interfaces.

Set the clock rate to 128000 for DCE serial interfaces. ) o

j. Create Loopback0 on the Central router to simulate acce;a 'to the Internet and assign an 1P address
according to the Addressing Table. #

Y,

k. Copy the running configuration to the startup configuration.
.I'f;
Task 3: Configure routing. f (12 Marks)

a, Enable single-area OSPF on the routers and use a process ID of 1. Add all the networks, except
209.165.200.224/27 into the OSPF process. - ;

b. Configure a default route to the simulated Internet on the Central rduter using Lo0 as the exit interface
and redistribute this route into the OSPF process. | ¥ i

Task 4: Configure the PCs. (6 Marks)

@

a. Assign IP addresses and default gateways to the PCs according to the Addressing Table:

Task 5: Change the serial encapsulation to PPP. (10 Marks) /"f

a. Change the encapsulation on the serial interfaces, of each of the routers, from HDLC to PPE,.~

Task 6: Configure PPP CHAP authentication for the link between the Central router and the
Branch1 and Branch 3 routers.

a. Configure the username for CHAP authentication and a password of cisco. {12 Marks)

- I‘/



Task 7: Verify Layer 3 connectivity.

Routers

{10 Marks)

PC-A to PC-C
PC-A to Branch1

FC-A to Central
PC-A to Branch3

PC-A to Internet

| PC-CtoPC-A

PC-C to Branch3

PC-C to Central
PC-C to Branch1

NN

PC-C to Internet

Task 8:
a. Why is preferable to use PAP over CHAP?

Submission Requirement

On each device, issue the following commands and capture the configurations.
devicename surname Pno.txt,

show run

show ip protocols
show ip ospf neighbor
show ip route ospf
show ip ospf interface

All documentation for your solution should be submitted via USB.
It is your responsibility that vou copy all the outputs and files correctly.

Save the file as

/l
(7 Marks)

- /
s k

s
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This is an individual practical lab-test, held under examination conditions. You will be assigned two
Switches and three Routers; you should configure these devices based on the given specifications.

This paper is marked out of 90.
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Addressing Table

Device Interface IP Address Subnet Mask Default Gateway I
| Branch1 | GOM 192.168.1.1 255,255 265.0 N/A
i | 'sooocey | 10444 055256255252 | NIA
Central S0/0/0 10.1.1.2 255265255252 | NIA
S0/0/1 (DCE) | 10.2.2.2 255255266252 | NIA ]
- Lo0 209.165.200.225 | 255.256.255.224 | NIA
' Branch3 | GO/ 192.168.3.1 255 256.255.0 N/A
| S0/0/1 10.2.2.1 255255256252 | N/A b
PC-A NIC 192.168.1.3 256.255,266.0 19216811 |
Pcc NIC 192.168.3.3 255 265 255.0 192.168.3.1




Task 1: Cable the network as shown in the topology. (8 Marks)
Before proceeding, have your cabling verified by the examiner.

Instructor Sign-off:

Task 2: Configure basic settings for each router. (25 Marks)

Disable DNS lookup. "~

Configure the device name. wa

Encrypt plain text passwords. ”

Create a message of the day (MOTD) banner warning users that unautharized access is prohibited. 3 //"

il .

Assign class as the encrypted privileged EXEC mode password»” v

-~ e 2 8 T oD

Assign cisco as the console and vty password and enable login:

Set console legging to synchronous mode. v

I._..I'l'.D

Apply the IP addresses to Serial and Gigabit Ethernet interfaces according to the Addressing Table and
activate the physical interfaces. "

Set the clock rate to 128000 for DCE serial interfaces. \

j. Create Loopback0 on the Central router to simulate access to the Internet and assign an IP address
according to the Addressing Table. e

k. Copy the running configuration to the startup configuration.

Task 3: Configure routing. (12 Marks)

a. Enable single-area OSPF on the routers and use a process ID of 1. Add all the networks, except ! )
209.165.200.224/27 into the OSPF process, e (o

b. Configure a default route to the simulated Internet on the Central router using Lo0 as the exit interface | o
and redistribute this route into the OSPF process.

Task 4: Configure the PCs. (6 Marks) /',

a.  Assign IP addresses and default gateways to the PCs according o the Addressing Table.

Task 5: Change the serial encapsulation to PPP. (10 Marks)

a. Change the encapsulation on the serial interfaces, of each of the routers, from HDLC to PPP, .~ 0 i

L

Task 6: Configure PPP CHAP authentication for the link between the Central router and the
Branch1 and Branch 3 routers.

a. Configure the username for CHAP authentication and a password of cisco. {12 Marks)

La-"/



Task 7:

|

Verify Layer 3 connectivity.

(10 Marks)

Routers

Result

e

PC-A to PC-C

PC-A to Branch1

PC-A to Central

PC-A to Branch3

FPC-A to Internet

PC-C to PC-A

PC-C to Branch3

PC-C to Central

PC-C to Branch1

PC-C to Internet

Task 8:

a. Why is preferable to use PAP over CHAP?

Submission Requirement

On each device, issue the following commands and capture the configurations. Save the file as
devicename surname Pno.txt.

show run

show ip protocaols
show ip ospf neighbor
show ip route ospf
show ip ospf interface

All documentation for your solution should be submitted via USB.
It is your responsibility that you copy all the outputs and files correctly.

(7 Marks) v/
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This is an individual practical lab-test, held under examination conditions. You will be assigned two
Switches and three Routers; you should configure these devices based on the given specifications.

This paper is marked out of 90.
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ol Internet

Central



Addressing Table

IP Address

Subnet Mask

256,255 255.0
2552552565252

255,255.255.252
255255 255.224
255.255.255.0

| 255.255,255252

Davice Interface
Branchl | GO/ 192.168.1.1
| sooio (0CE) | 10.1.11
Central S0/0/0 10.1.1.2 ]
| solont (DcE) | 10222 |
N La0 209.165.200.225
Branch3 | GO/1 | 192.168.3.1
| S0/0/1 102.2.1
PCA | NIC 192.168.1.3
pcc | NIC 192.168.3.3

255,255 255.0
256.255.255.0

MLA
MIA

256.255.255.252 MIA

MN/A
MNIA

Default Gateway

MNIA
MAA

192.168.1.1
192.168.3.1




Task 1: Cable the network as shown in the topology. (8 Marks)

Before proceeding, have your cabling verified by the examiner.

Instructor Sign-off: __ /"
[

Task 2: Configure basic settings for each router. (25 Marks)
Disable DNS lookup. -~ P

-
Configure the device name. v
Encrypt plain text passwords. -
Create a message of the day (MOTD) banner warning users that unauthorized access is prohibited.

Assign class as the encrypted privileged EXEC mode password.

" p e p T p

Assign cisco as the console and vty password and enable legin.
Set console logging to synchronous mode.

Apply the IP addresses to Serial and Gigakﬂit Ethernet interfaces according to the Addressing Table and
activate the physical interfaces.

Set the clock rate ta 128000 for DCE serial interfaces.

j. Create Loopback0 on the Central router to simulate access to the Internet and assign an IF address
according to the Addressing Table.

=S

k. Copy the running configuration to the startup configuration.

Task 3: Configure routing. (12 Marks) /,/

a. Enable single-arsa OSPF on the routers and use a process D of 1. Add all the networks, except '
209.165.200,224/27 into the OSPF process.

b. Configure a default route to the simulated Internet on the Central router using Lol as the exit interface
and redistribute this route into the OSPF process.

Task 4: Configure the PCs. (6 Marks)
a.  Assign IP addresses and default gateways to the PCs according to the Addressing Tablég! ,/f
/
Task 5§: Change the serial encapsulation to PPP. (10 Marks) /

a. Change the encapsulation on the serial interfaces, of each of the routers, from HDLC to PPP. e

Task 6: Configure PPP CHAP authentication for the link between the Central router and the
Branch1 and Branch 3 routers.

a. Configure the username for CHAP authentication and a password of cisco. (12 Marks) V4

74



Task 7: Verify Layer 3 connectivity.

(10 Marks)

Routers

Result

PC-A to PC-C

PC-A to Branch1

PC-A to Central

PC-A to Branch3

PC-A to Internet

PC-C to PC-A

PC-C to Branch3

. PC-C to Central

PC-C to Branch1

PC-C to Internet

i‘“\iﬂﬁﬁ\i\\

Task 8:
a. Why is preferable to use PAP over CHAP?

Submission Requirement

On each device, issue the following commands and capture the configurations.

devicename surname Pno.txt.

show run

show ip protocols
show ip ospf neighbor
show ip route ospf
show ip ospf interface

All documentation for your solution should be submitted via USB.

It is vour responsibility that you copy all the outputs and files correctly.

L

(7 Marks)

v

Save the file as
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Addressing Table

Subnet Mask

Device Interface IP Address
Branch1 | GO/ 192.168.1.1
B Tsooo@ce) | 10444
| Central S0/0/0 10.1.1.2
S50/0/1 (DCE) | 10.2.2.2
Lo0 209.165.200.225 |
Branch? | GO/ 192.168.3.1
| soon | 102.2.1
PC-A NIC 19216813 |
PC-C NI 1216833 |

Default Gateway
255 255.255.0 N/A
255255255252 | NIA
255.255.255.252 | NIA |
265266255252 | NIA ]
255.255.255.224 | NIA
955,255.265.0 NIA '
256 256 255.252 | NIA ]
256 255.255.0 192.168.1.1 |
(2552652560 | 192.1683.1 |




Task 1: Cable the network as shown in the topology. (8 Marks)

Before proceeding, have your cabling verified by the examiner.

Instructor Sign-off: l///

Task 2: Configure basic settings for each router. {25 Marks)

a. Disable DNS lookup. e
b. Configure the device name..~

c. Encrypt plain text passwords, .~

d. Create a message of the day (MOTD) banner warning users that unauthorized access isprohibited:

e. Assign class as the encrypted privileged EXEC mode password. v

f.  Assign cisco as the console and vty password a_n_d enable login, =~ - /
g. Set console logging to synchronous mode. >

h.

Apply the IP addresses to Serial and Gigabit Ethernst interfaces according to the Addressing Table and
activate the physical interfaces. v

i Set the clock rate to 128000 for DCE serial interfaces. .~

j. Create Loopback0 on the Central router to simulate access to the Internet and assign an IP address
according to the Addressing Table.

k. Copy the running configuration to the startup configuration.

Task 3: Configure routing. (12 Marks)
a. Enable single-area OSPF on the routers and use a process ID of 1. Add all the networks, except
209.165.200.224/27 into the OSPF process. Mo Avem &
b. Configure a default route to the simulated Internet on the Central router using Lo0 as the exit interface {‘T
and redistribute this route into the OSPF process. .- b/
, > 4
Task 4: Configure the PCs. (6 Marks) _
a.  Assign IP addresses and default gateways to the PCs according to the Addressing Table.
Task 5: Change the serial encapsulation to PPP. (10 Marks)
a. Change the encapsulation on the serial interfaces, of each of the routers, from HDLC to PPP. .
Task 6: Configure PPP CHAP authentication for the link between the Central router and the
Branch1 and Branch 3 routers. _
a. Configure the username for CHAP authentication and a password of cisco. = {12 Marks) &
A {:},J .r'(?



!

'r"g/

Task 7: Verify Layer 3 connectivity. (10 Marks) %
Routers | Result ]
PC-A to PC-C = 2\ DUcaessiol ]
PC-A to Branch1 o S SuecessS ke oh e

PC-A to Central

S eSS,

B

PC-A to Branch3

sy =
- T Y SR -

PC-A to Internet

PC-C to PC-A

%ﬁ"iﬁf“?i--%us‘l

PC-C to Branch3

PC-C to Central
PC-C to Branch1

— e ol p
SR G\

oe

9 LY

PC-C to Internet

Soee E—:’f}-l} N

Task §:
a. Why is preferable to use PAP over CHAP?

Submission Requirement

On each device, issue the following commands and capture the configurations. Save the file as

devicename surname Pno.txt.

show run

show ip protocals
show ip ospf neighbor
show ip route ospf
show ip ospf interface

All documentation for your solution should be submitted via USB.
It is your responsibility that you copy all the outputs and files correctly.

(7 Marks)

"_7/

V
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Addressing Table

| Device il Interface | IP Address Subnet Mask Default Gateway
Branchi | GO/ 192.168.1.1 2552552660 | NIA i
I | soio0 (ocE) | 10.1.1.1 256266 255252 | NIA R
Central | S0/0/0 10112 256.256.255.252 | NIA
S0/0/1 (DCE) | 10.2.2.2 265.055.255.252 | NIA
Lo0 | 200.165.200226 | 255.255.256.224 | NIA ]
| Branch3 | GO/ 19216831 | 255.255.255.0 NiA
| s0/0/1 10.2.2.1 256 265.255.252 | NIA
| PC-A NIC 19216813 | 256.255.255.0 192.168.1.1
[ Pcc NIC 192.168.3.3 255 265 255.0 19216831 |




Task 1: Cable the network as shown in the topology. (8 Marks)
Before proceeding, have your cabling verified by the examiner. / .

Instructor Sign-off:

Task 2; Configure basic settings for each router. (25 Marks)

a. Disable DNS lookup.

b. Configure the device name. .~

Encrypt plain text passwords. -_,/

Create a message of the day (MOTD) banner warning users that unauthorized access is prohibited.

Assign class as the encrypted privileged EXEC mode password. -

-~ 0 o 0

Assign cisco as the console and vty password and enable login. .

Set console logging to synchronous mode. |

Apply the IP addresses to Serial and Gigabit Ethernet interfaces according to the Addressing Table and
activate the physical interfaces. -

Set the clock rate to 128000 for DCE serial interfaces, .

j. Create Loopback0 on the Central router to simulate access to the Internet and assign an IP address
according to the Addressing Table. o

T ©

k. Copy the running configuration to the startup configuration.

Task 3: Configure routing. (12 Marks)

a. Enable single-area OSPF on the routers and use a process |D of 1. Add all the networks, except
209.165.200.224/27 into the OSPF process.

b. Configure a default route to the simulated Internet on the Central router using Lo0 as the exit interface
and redistribute this route into the OSPF process., .-

"4
Task 4: Configure the PCs. (6 Marks) L"/
a. Assign IP addresses and default gateways to the PCs according to the Addressing Table. -~
Task 5: Change the serial encapsulation to PPP. (10 Marks) //

a. Change the encapsulation on the serial interfaces, of each of the routers, from HDLC to PPP._~

Task 6: Configure PPP CHAP authentication for the link between the Central router and the
Branch1 and Branch 3 routers.

F 4
a. Configure the username for CHAP authentication and a password of eisco. : (12 MarhsM

(=



Task 7: Verify Layer 3 connectivity.

(10 Marks)

Routers _ Result

PC-Ato PC-C

PC-A to Branch1

PC-A to Central

PC-A to Branch3

PC-A to Internet
PC-C to PC-A

PC-C to Branch3

s
S
J:
7

%4

/
/,

PC-C to Central

P

" PC-C to Branch1

o
PC-C to Internet | J

Task 8:
a. Why is preferable to use PAP over CHAP?

Submission Requirement

On each device, issue the following commands and capture the configurations. Save the file as
devicename surname Pno.txt.

show run

show ip protocols
show ip ospf neighbor
show ip route ospf
show ip ospf interface

All documentation for your solution should be submitted via USB.

It is your responsibility that you copy all the outputs and files correctly.

(7 Marks)

i

)
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This paper is marked out of 90.



Topology
_‘/"'

o,
- Internet

Central



Addressing Table

Device Interface IP Address
Branch1 G0M . 192.168.1.1
| S0/0/0 (DCE) | 10.1.1.1
Central S0/0/0 101.12 i
|soont ocey | 10222 |
La0 209,165.200.225
| Branch3 | GO/ 192.168.3.1
S0/0/1 102.2.1
 PC-A NIC 192.168.1.3
PC-C NIC 19216833 |

Subnet Mask

255,256 2650
256.256.255.252

Default Gateway

MIA

NA

255,255,255.252

255.255.255.0

256.2556.255.252

255,255.255.224
255.2565.255.0
265.255.255.252

MNIA

MAA
MIA
MIA

MIA

| 192.168.1.1

255.255.255.0 192.168.3.1




Task 1: Cable the network as shown in the topology. (8 Marks)
Before proceeding, have your cabling verified by the examiner.

Instructor Sign-off: ;"d

Task 2: Configure basic settings for each router. (25 Marks)

a. Disable DNS lookup. -./w.vf’f
b. Configure the device name. il

Encrypt plain text passwords. o ,_,// ' /
Create a message of the day (MOTD) banner warning users that unauthorized access is prohibited. / o
x.l’

Assign class as the encrypted privileged EXEC mode password. +/ /
)
Assign cisco as the console and vty password and enable login. ./ »

~ oo o

Set console logging to synchronous mode. ./

Apply the IP addresses to Serial and Gigabit Ethernet interfaces according to the Addressing Table and ad /
activate the physical interfaces.

;I'tD

Set the clock rate to 128000 for DCE serial interfaces. j

j. Create Loopback0 on the Central router to simulate access to the Internet and assign an IP address
according to the Addressing Table. / -~

k. Copy the running configuration to the startup configuration. ../

Task 3: Configure routing. (12 Marks) )

a. Enable single-area OSPF on the routers and use procfg,sfl[l of 1. Add all the networks, except
209.165.200.224/27 into the OSPF process. \/l v Vs

b. Configure a default route to the simulated Internet ya’ the Cenfral router using Lo0 as the exit interface \.r'/
and redistribute this route into the OBPF process. i e

Task 4: Configure the PCs. (6 Marks)
a.  Assign IP addresses and default gateways to the PCs according to the Addressing Table. v 'l e 7
v
Task 5: Change the serial encapsulation to PPP. (10 Marks)
a. Change the encapsulation on the serial interfaces, of each of the routers, from HOLC to PPP. ..
L
Task 6: Configure PPP CHAP authentication for the link between the Central router and the
Branch1 and Branch 3 routers. .
a. Configure the username for CHAP authentication and a password of cisco, . (12 Marks) . I,-’
w

/

F

Y,



Task 7: Verify Layer 3 connectivity. {10 Marks)

Routers |  Result
PC-Ato PC-C
PC-A to Branch1
PC-A to Central
PC-A to Branch3
PC-A to Internet
PC-C to PC-A
PC-C to Branch3

PC-C to Central
PC-C to Branch1
| PC-C to Internet

\f"‘“f\ NS (\.‘\ RN

Task 8: (7 Marks)
a. Why is preferable to use PAP over CHAP? =y

Submission Requirement /j ;

On each device, issue the following commands and capture the configurations. Save the file as /
devicename surname Pno.txt. /

show run

show ip protocols
show ip ospf neighbor
show ip route ospf
show ip ospf interface

All documentation for your solution should be submitted via USB.

It is your responsibility that you copy all the outputs and files correctly.
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Addressing Table

| Device Interface IP Address Subnet Mask Default Gateway
Branchi | GO/ 192.168.1.1 2552552560 | NIA 0-0.0-158
" |sooo(ce) | 10111 256265255252 | NIA I
Central | S0/0/0 10.1.1.2 | 255285255252 |nA |e.003
S0/0/1 (DCE) | 10.2.2.2 265255265262 | NIA 6003
Lo | 200.165.200225 | 255.255255.224 | NIA =i
" Branch3 | GO/ 192.168.3.1 | 255.256.255.0 N/A s o 0155
| S0/0/1 10.2.2.1 | 285.255.255.252 | NIA o-o 03
PC-A | NIC 192.168.1.3 | 2652652560 | 19216811 |
pcc | NIC 192.168.3.3 | 2652662550 | 192.168.3.1 R




Task 1: Cable the network as shown in the topology. (8 Marks) -, . 4‘- "
-":l._ o .x.-'- y |J-"|I-"'}'d .l'.": v / L r'ﬁ
Before proceeding, have your cabling verified by the examiner. o=

) 4y
Instructor Sign-off: k_-' g ' .

Task 2: Configure basic settings for each router. (25 Marks) Lf’ﬂ

a. Disable DNS lookup. /// : /?)

b. Configure the device name. 4 v s

¢. Encrypt plain text passwords. 4// / :

d. Create a message of the day (MOTD) banner warning users that una thorized access is pruhibited.//h:”z.

e. Assign class as the encrypted privileged EXEC mode password. >

f  Assign cisco as the console and vty password and enable Iagin.//’f -a,- 3

g. Set console logging to synchronous mode. v -

h. Apply the IP addresses to Serial ang-Gigabit Ethernet interfaces according to the Addressing Tableﬁgnd""

activate the physical interfaces.
Set the clock rate to 128000 for DCE serial intarfaces.v/";‘ | / ’2.-
j. Create LoopbackDd on the Central router to ;irrii'jlate access to the Internet and assign an IP address

according to the Addressing Table. v ‘
k. Copy the running configuration to the startup configuration. '. : ¥
v//.
Task 3: Configure routing. (12 Marks)
a. Enable single-area OSPF on the routers and u rocess 1D of 1. Add all the networks, except
209.1685.200.224/27 into the OSPF process. )/E}P P
b. Configure a default route to the simulated Internet on the Central router using Lo0 as the exit interface <4,
and redistribute this route into the OSPF process. K -
Task 4: Configure the PCs. (6 Marks) | J-/

a. Assign IP addresses and default gateways to the PCs according to the Addressing Table,/ 2 / 3

Task 5: Change the serial encapsulation to PF'FMZ/f (10 Marks)

a. Change the encapsulation on the serial interfaces, of each of the routers, from HDLC te PPP. v 7

of
Task 6: Configure PPP CHAP authentication for the link between the Central router and the
Branch1 and Branch 3 routers. \/

a. Configure the username for CHAP authentication and a password of cisco. {12 Marks) B



Task 7: Verify Layer 3 connectivity. (10 Marks)

Routers Result

PC-A to PC-C Successtul .

PC-A to Branch1 Successbf

PC-A to Central | SuccesSBaf

PC-A to Branch3 Sl essfud i

PC-A to Internet Ui successhid

PC-C to PC-A | $Sieccesstat -
~ PC-CtoBranch3 Suecesstuf

PC-C to Central N g possteasf

PC-C to Branch1 Suceesstel i
| PCCtolntenet i stcy essti/ | &

7
Task 8: (7 Marks) i
a. Why is preferable to use PAP over CHAP? 4

Submission Requirement

On each device, issue the following commands and capture the configurations. Save the file as
devicename surname Pno.txt.

show run

show ip protocols
show ip ospf neighbor
show ip route ospf
show ip ospf interface

All documentation for your solution should be submitted via USB.
It is your responsibility that you copy all the outputs and files carrectly.




